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Appendix: Senior Scams
and What to Look For

This information will help you identify email scams
quickly. Remember that the goals of the scammers
can vary. Some scammers want to dupe you into
sending them money. However, others simply want
you to click on the obvious link in the email itself
or open an attachment so harmful malware can
be immediately downloaded to your computer.

Depending on the type of malware or destination
of the URL link, a number of things can happen
to your private data, including your passwords
and account numbers:
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e it can be taken and used in identity
theft;

e your credit card information can be stolen
and used for fraudulent purchases;

e your contacts can be harvested and sold
to other scammers;

e as in the case of John Podesta, your
private emails and other communica-
tions can be stolen and used to harm
you or others (possible extortion); or

e your entire computer contents can be
frozen until you pay the scammer/hacker
a ransom to unlock it.

Note that these are just a few reasons to
become aware of email scams and have a
robust antivirus program like Avast that scans
your computer in the background for the latest
threats. And make sure it is constantly running
the latest updated version.

Below are examples of some common email
scams you might encounter.
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Info<AmzUS> -

Starting today, Er/

To: Copy Address
Add to VIPs

Block Contact
New Email

Add to Contacts

From: Info<Amz!
Sent: May 13, 20
To: tech@bvsystems.com <tech@bvsystems.com>

Subject: Starting today, Enjoy your 100.00 AmazonUS Gift-Card

Search for “Info<AmzUS>"

amalon Your AmazonUS Today's Deals All Departments

Dear AmazonUS Customer,

As a thank you fi & computers, you are
eligible fga free "AmazonUS 100$ Gift Card".

To activate your AmazonUS 100$ Gift Card click the Get started
button below and complete your registration. The offer will be
automatically applied to your account in max 24 hours.

Get started

amazon

The offer is valid for the customers who bought an eligible product shipped and sold by AmazonUS S.r.l. via our website. Until
supplies last. After the purchase of an eligible product, you will receive an tect om with further il tion on how to
sign-up for a 90-day promotional subscription for an Amazon Music Unlimited Individual Plan. The offer is not valid for Amazon
Music Unlimited Family, Student, Single Device or Annual plan or signups via iTunes. To receive the benefit of 90 days free of
Amazon Music Unlimited,you need to sign-up within 30 days from when you purchased an eligible product.Excluded from the offer
are customers who are currently in a free trial of Amazon Music Unlimited, are a current paying customer of Amazon Music
Unlimited, or were previously a free trial or paying customer of Amazon Music Unlimited.Each customer can only participate one
time in the promonon This offer cannot be combined with any other offer.Only customers over 18 years can panlc\pé offeris

not transferable g got beresold. A cash payment is not possible.The offer is only valid for digitalcontent and services offered

igital contentand services may be local and restricted to customers in the United Kingdom.Amazon

el this offer at any time. 4

Please note that this promotional e-mail is being sent from an e-mail address that cannot receive e-mails. If you have any questions
and wish to contact us.

We hope yg red receiving this message. However, if you'd rather not receive future e-mails of this sort frd
plea

A SCAMMER PRETENDING TO BE AMAZON:

1. The “From” category of email scams can
be deceiving. For example, it appears
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that this email is from Amazon, but you
can easily click on the sender’s email
name to see the actual sender’s email
address, which should be from Amazon.
com. In this case, though, it looks like the
email came from some scammer with an
“e-invenio.jp” server domain. The “.jp”
Indicates the server is in Japan, even
though the email references Amazon in
both the United States and Great Britain.
If you have an Amazon account, you
can be sure the company knows your
full name and other important informa-
tion. However, since scammers rarely
know much (if anything) about you,
they might address you as “AmazonUS
Customer” because they don’t know
your real name.

Notice the syntax, spacing, bold type,
and use of quotes in: a free “AmazonUS
100$ Gift Card”. This is sloppy and oddly
phrased for a trillion-dollar company like
Amazon with a professional marketing
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department that sends out millions
emails every single day; the real Amazon
does not make these kinds of mistakes.
In the fine print at the bottom, notice
all the tiny punctuation errors, lack
of proper spacing, and missing links.
The terms appear to match legitimate
Amazon emails, but that’s because the
scammers simply copied and pasted bits
from real Amazon emails. However, they
neglected to assemble the bits back into
a proper fashion, so it looks strange.
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Euro-Million Lottery &
Award

View the attachment
B

subsequently won you the lotery in the 15t category L. matches 6 lucky numbers as jackpt rize. You have there( PSRl a.llp;?ed‘m claim a
total sum of £650,000.00 (Six Hundred and Fifty Thousand British Pounds) in cash is credited to Millionaire Raffle ISWW4. 30, This 18 from
A total cash prize of £3,900,000.00 Shared amongst the (6) lucky winners in "Ist" category.

PRIZE BREAKDOWN

Draw 1334 | Draw Machine: 01 | Ball set: 19 | Friday 03 July, 2020 | Jackpot for this draw £117,260,000

No. of matches  No. M’ Whmers £5 per winner Prize fund
Match 5 + 1 Stars £77,632.00

Match 5 £5,498.10

Match 4 +2 Stars yx

Match4+1Stars 1,552 £67.00

Match 4 3327 £23.20

Totals 3443323 £4,002,211.00

Additional information Jackpot winner(s) Lucky Dip winners Machine used for draw Ball set used
ot SAPPHIRE

‘This promotion was drawn based on email address as the key identification for setting up online accounts. Al valid email addresses in the World
Wide Web Draw used/participants for the online email promotion version were selected randomly via computer balloting from a global website
collaboration with internet companies like eBay, pay pal, liberty reserve, and Google whom also built their systems and based their membership
registration identity on email addresses supporting this computer draw system done by extracted email addresses from over 100,000 unions,
associations, and corporate bodies and affiliated members to the National Lottery website and their advertisers listed online. This Online
promotion takes place via virtual ticket balloting and it is done Bi-annually.

Please note that you're lucky winning ticket file and number falls within our African booklet representative office € Johannesburg South Africa,
indicated upmemtiagglayed coupon. In view of this, your (£650,000.00) would be released to you by our payme

i are advised o keep your winning informtion confidential il you caim s processed and your money emited toyou in
whatever choice you want to claim your prize. measre to avoid doubl and abuse of this program are in place.
Please be warned!!! To file for your claim, please contact our fiduciary agent and pmvude her with your winning email and details.

Euro-Million Lottery Fiduciary Agents:
(MRS. MARY HANKS)

Foreign Service Manager (FSM)

#75 Fox Street, Marshalltown, Johannesburg 2001, South Africa...
Tel: +2773202 0393

Fax: +27 86 4518516

E-mail: maryhanks209 @ outlook.com

"Please do not reply back to the senders address or the source email address, this notification s sent automatically via computer virtual notification
to winning email addresses and a response will not be attended by Human but computer” contact the fiduciary agents above *

Yours Faithfully, 3

< UR() AMERICAN ASlA INTERNATIONAL LOPTERY.
a onal Promotion Inc.
ALL RIGHTS RESERVED TERMS OF SERVICE -GUIDELINE.

A SCAMMER PRETENDING TO BE A
LOTTERY COMMISSION:

1. If you receive a congratulatory email
for winning any kind of contest you did
not enter, it is a scam—especially if it
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appears to be from the “Euro Lottery,”
which doesn’t even exist.

Never reveal any personal information to
any organization you do not know or trust,
Since there is no lottery and no prize,
this scam email can generate revenue
only by collecting as much information
as possible and then selling it to other
scammers. If you provide any informa-
tion, expect to receive many more scam
emails in the future.

This Euro Lottery email claims to origi-
nate in the United Kingdom. It mentions
an office in Johannesburg, South Africa.
It also references American Asia Interna-
tional Lottery as well. By trying to be as
Inclusive as possible, these scammers
are casting a wide net to catch as many
victims as possible around the world.
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paypal.com* ‘ﬂ

Pa;

To:

yPal - Remir| iccount activity March 25, 2020
Copy Address

Add to VIPs

Block Contact

New Email

Add to Contacts

o o oo | P PayPal

D2

Your account acces has been limited We've noticed significant changes in your account
activity. As your payment processor, We need to understand these changes better

This limitation will affect your ability to:

* Payment for purchase.
* Send or receive money.
* Withdraw money.

e Close your account.

What to do next:

Please log in Here to your PayPal account and provide the requested information
before:March 25, 2020: through the Account Review, If we don't receive the information
before this deadline, Your account access may be further limited.

Login To Your Account 3

If you need further assistance, please click Help at the bottom of page.

Yours Sincerely,

PayPal

A SCAMMER PRETENDING TO BE PAYPAL:

1. This email looks like it came from
PayPal, but it really came from “me.
saleshostnO-replay@wanjai.com.” There
are millions of emails in circulation that
spoof PayPal. If you receive any email
that claims to be from PayPal and you
are not sure, simply forward it to spoof@
paypal.com, and they will tell you whether
it is legitimate or not.
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2. Since PayPal knows the names and
emails of all of its users, official emails
would never address you as “Notice.”

3. When the real PayPal includes buttons on
the bottom of its emails, these buttons
give a specific call to action, such as
“Get the Details” or “Accept the Money.”
You should never click on any link in
an email you were not expecting or you
don’t recognize, especially the supposed
links for logging into an account.
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UPS Customer Service @
UPS - ing delivery

To: Re

Your Package Has Arrived!

CEustousn. >

Your package has reach our warehouse and due to coronavirus outbreak, you will need to come to our
warehouse to get it, check the attactment for details.

Sales Order Number: Check attacthment
Arrival Date: 06/08/2020
Tracking Number(s): Check attacthment

Carrier: UPS

*You are receiving advanced ship notifications for orders placed with us. If you prefer not to receive these shipment notifications, please
foward this email to unsubscribe n

A SCAMMER PRETENDING TO BE UPS:

218

If you are a UPS customer, the company
knows your name, address, and much
more, so any legitimate communication
from UPS will include your name.
Never click on any email attachments.
“Readme.iso” is an executable file and
Is there only to install malware onto
your computer. If you do click on it by
mistake, simply close all pop-up windows
and delete the email. Then run a scan
with your antivirus software.
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Copy Address
Add to VIPs

Reminder: update your
payment details

We're having some trouble with your current billing
information. Would you like to retry running your
card again? Your card information is below.

~Your friends at Netflix

‘email addres:
our Help Center at help.netflix.com.

A SCAMMER PRETENDING TO BE NETFLIX:

1. If you glance at it quickly, “contact-
membnetfloxme.info” might look like
“contactmembnetflixme.info.” While
neither email address could be from
Netflix, if the scammers can fool just
one out of every one hundred thousand
people, they are doing their jobs.
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2. Scammers love to scare their victims

220

Into iImmediate action with ominous
alerts and telling them their “account
is on hold.” Stop and think before you do
anything. Is your Netflix working? Even
if it’s not working, that could easily be
a coincidence. Log in to your Netflix
account through the app or by typing
the company’s URL directly into your
browser and check the status yourself.
Action buttons like these look like short-
cuts to avoid unnecessary navigation to
your Netflix account, but those buttons
will not take you to the real Netflix website
or your account. They will take you to a
different website on a different server
that is designed only to scrape (meaning
steal) log-in credentials and sell them to
the highest bidders. Always log in to your
Netflix account the same way you have in
the past, not by clicking a link in an email.
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CHASE ©
P

A SCAMMER PRETENDING TO BE CHASE BANK:

1. This looks like it could be a legitimate
email from Chase Bank, but since | am
not a Chase customer, | know it’'s more
likely to be a scam than a mistake. If |
were a Chase customer, though, | would
know whether or not | made an address
change. | could also simply log into my
Chase account the same way | always
do—without clicking on the link—and
double-check any claims made in the
email. And if | were a customer, Chase
would know my name, so the “Dear
Customer” is also a tipoff to a scam.

2. The URL www.chase.com/verify looks
like a legitimate URL, but that doesn’t
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mean the link will take you to the indi-
cated website. Any destination address
can be assigned to any underlined URL
as it appears. If you suspect the email
IS @ scam or the address shown is not
real, type it manually into your browser.
If it is real, you will know soon enough,
and if not, you just avoided a possible
hack or scam.
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